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Final Action 
Response to Amendment 

1 . Applicant's Remarks/Arguments filed on 6/3/2008 have been fully considered. Claims 4, 
9 have been cancelled whereas claims 12-13 have been newly added by apphcant. Claims 1-3, 
5-8, 10-13 are currently pending. 

Claim Objections 

2. Claim 13 is objected to because of the following informalities: 

In line 1 , claim 13, "The medium of claim 1" should be amended to "The medium of 
claim 6." Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 1-2, 6-7, 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable over Van 
Dyke et al. (US Publication 2004/0153497 Al) in view of Bremler-Barr et al. (US Publication 

2003/0076848 Al). 

Regarding claim 1, Van Dyke discloses a method for handling Session Initiation Protocol 



("SIP") messages for voice over Internet Packet call control, comprising: 
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receiving a stream of SIP messages (receiving a stream of SIP INVITE messages with 
different service types, paragraphs 0021-0025); 

classifying each of the SIP messages as one of at least two message types (classifying 
SIP INVITE messages based the message service type, paragraphs 0021-0023); 

placing said SIP messages in separate queues associated to the message types (placing 
said SIP messages in separate application processors AP associated with the message service 
type, paragraph 0025); 

allocating SIP call control server processing resources to each queue (allocating SIP 
service to each application processor AP) according to a pre-defined policy (according to the 
service type included in the SIP INVITE message, paragraph 0025) associated with a 
corresponding message type (message service type, paragraphs 0021-0023), 

Van Dyke may not explicitly show the messages are leaked from at least one of the 
queues for enforcing a message overload protection for the associated message type. 

However, Bremler-Barr discloses a leaky bucket mechanism is used for different 
respective classes of packets to protect overload conditions at nodes of a distributed data network 
(paragraphs 0002, 0013, page 14, claim 36, page 15, claim 41). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Bremler-Barr in having a leaky bucket mechanism is used to protect overload conditions at nodes 
of a distributed data network such that the SIP call distribution method of Van Dyke will show 
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the messages are leaked from at least one of the queues for enforcing a message overload 
protection for the associated message type. 

The motivation to do so is to limit the rate filled for the respective class of packets so as 
to confrol the overall throughput of a network device. 

Van Dyke may not explicitly show the step of allocating SIP call control server 
processing resources comprises allocating a percentage of the SIP server control server 
processing resources to each of the queues. 

However, Bremler-Barr teaches allocating different weight of resources for different 
queues of packets during a point in time such that one queue/class may receive ten time more 
resources than another queue (paragraph 0129). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the call distribution system and method of Van Dyke with the 
teaching of Bremler-Barr in allocating different weight of resources for different queues of 
packets during a point in time such that one queue/class may receive ten time more resources 
than another queue so that the SIP system and method of Van Dyke will show the step of 
allocating SIP call control server processing resources comprises allocating a percentage of the 
SIP server control server processing resources to each of the queues. 

The motivation to do so is to dynamically changing weights of the queues so as to control 
the relative traffic flow rates of the queues. 
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Regarding claim 2, Van Dyke discloses the method of claim 1, wherein the step of 
classifying the messages comprises classifying the messages as a REGISTER, INVITE (SIP 
INVITE message, paragraphs 0021-0025), or RE-INVITE message. 

Regarding claim 6, Van Dyke discloses a signal-bearing medium tangibly embodying a 
program of machine-readable instructions executable by a digital processing apparatus to 
perform a method for handling Session Initiation Protocol ("SIP") messages for voice over 
Internet Packet call control, said method comprising: 

receiving a stream of SIP messages (receiving a stream of SIP INVITE messages with 
different service types, paragraphs 0021-0025); 

classifying each of the SIP messages as one of at least two message types (classifying SIP 
INVITE messages based the message service type, paragraphs 0021-0023); 

placing said SIP messages in separate queues associated to the message types (placing 
said SIP messages in separate application processors AP associated with the message service 
type, paragraph 0025); 

allocating SIP call control server processing resources to each queue (allocating SIP 
service to each application processor AP) according to a pre-defined policy associated with the 
message types (according to the service type included in the SIP INVITE message, paragraph 
0025). 

Van Dyke may not explicitly show leaking the messages from at least one of the queues 
for enforcing a message overload protection for the associated message type. 
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However, Bremler-Barr discloses a leaky bucket mechanism is used for different 
respective classes of packets to protect overload conditions at nodes of a distributed data network 
(paragraphs 0002, 0013, page 14, claim 36, page 15, claim 41). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Bremler-Barr in having a leaky bucket mechanism is used to protect overload conditions at nodes 
of a distributed data network such that the SIP call distribution method of Van Dyke will show 
the messages are leaked from at least one of the queues for enforcing a message overload 
protection for the associated message type. 

The motivation to do so is to limit the rate filled for the respective class of packets so as 
to confrol the overall throughput of a network device. 

Van Dyke may not explicitly show the step of allocating SIP call confrol server 
processing resources comprises allocating a percentage of the SIP server confrol server 

processing resources to each of the queues. 

However, Bremler-Barr teaches allocating different weight of resources for different 
queues of packets during a point in time such that one queue/class may receive ten time more 
resources than another queue (paragraph 0129). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the call distribution system and method of Van Dyke with the 
teaching of Bremler-Barr in allocating different weight of resources for different queues of 
packets during a point in time such that one queue/class may receive ten time more resources 
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than another queue so that the SIP system and method of Van Dyke will show the step of 
allocating SIP call control server processing resources comprises allocating a percentage of the 
SIP server control server processing resources to each of the queues. 

The motivation to do so is to dynamically changing weights of the queues so as to control 
the relative traffic flow rates of the queues. 

Regarding claim 7, Van Dyke discloses the medium of claim 6, wherein the step of 
classifying each of the SIP messages comprises classifying the messages as a REGISTER (SIP 
INVITE message, paragraphs 0021-0025), INVITE, or RE-INVITE message. 

Regarding claim 1 1 , Van Dyke discloses a system (Fig. 2) for handling Session Initiation 
Protocol ("SIP") messages for voice over Internet Packet call control (paragraph 0016), 
comprising: 

a classifier (SIP dispatcher 22, Fig. 2) for receiving a stream of SIP messages (receiving a 

stream of SIP INVITE messages with different service types, paragraphs 0021-0025) and 
classifying the messages based on at least two message types (classifying SIP INVITE messages 
based the message service type, paragraphs 0021-0023); 

a plurality of queues associated to the message types (a plurality of appUcation processors 
associated to the message service types, paragraph 0025), wherein the messages are placed in 
one of the plurality of queues according to a classification of the message (message information 
are assigned to the corresponding application processors according to a classification of the 
service type, paragraph 0025); 
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a SIP control server (SIP dispatcher 22, Fig. 2) for directing calls corresponding to the 
messages (dispatching corresponding to the service types of the SIP INVITE messages) and 
waiting to be served in the queues (waiting to be served in the application processors APs, 
paragraph 0025); and 

a scheduler (SIP dispatcher 22, Fig. 2) for allocating SIP call control server processing 
resources to each queue according to a pre-defined policy (for allocating application processing 
resources to each application processor according to the service type defined in the SIP INVITE 
message, paragraph 0025). 

Van Dyke may not explicitly show the messages are leaked from at least one of the 
queues for enforcing a message overload protection for the associated message type. 

However, Bremler-Barr discloses a leaky bucket mechanism is used for different 
respective classes of packets to protect overload conditions at nodes of a distributed data network 
(paragraphs 0002, 0013, page 14, claim 36, page 15, claim 41). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Bremler-Barr in having a leaky bucket mechanism is used to protect overload conditions at nodes 
of a distributed data network such that the SIP call distribution method of Van Dyke will show 
the messages are leaked from at least one of the queues for enforcing a message overload 
protection for the associated message type. 

The motivation to do so is to limit the rate filled for the respective class of packets. 
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Van Dyke and Bremler-Barr may not explicitly show the scheduler schedules the threads 
corresponding for execution by the processor according to the pre-defined pohcy. 

However, Zolnowsky teaches comprising a plurality of threads wherein each of the 
plurality of threads corresponds to a respective one of the plurality of queues and a process 

scheduler for selecting a thread for execution for each of the queues in the system by qualifying 
the queues for execution in accordance with the priority of each of the threads (col. 4, lines 4- 
23). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Zolnowsky in having a process scheduler for selecting a thread for execution for each of the 

queues in the system by qualifying the queues for execution in accordance with the priority of 
each of the threads such that the SIP call distribution method of Van Dyke will comprise running 
a plurality of threads of the messages on a processor, wherein each thread corresponds to a 
respective one of the queues, wherein the allocation of SIP call control server processing 
resources to each queue according to the pre-defined policy fiirther comprises scheduling the 
threads for execution according to a scheduling policy. 

The motivation to do so is to allow a process scheduler to prevent race conditions and 
minimize lock contention while assuring that high-priority threads are processed/dispatched as 
quickly as possible. 
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4. Claim 3, 8 are rejected under 35 U.S. C. 103(a) as being unpatentable over Van Dyke et 
al. in view of in view of Bremler-Barr et al., and in further view of Horvath et al. (US 
Publication 2005/0102421 Al). 

Regarding claim 3, Van Dyke and Bremler-Barr disclose all the aspects of claim 2 above, 
except fail to explicitly show the method of claim 2, wherein the step of classifying the messages 
comprises classifying a message as an emergency call message by reading the destination 
address of a SIP INVITE message. 

However, Horvath discloses in a VoIP network using the session initiation protocol SIP, 
an emergency call is recognized by reading the dialed destination address (paragraphs 0002, 
0037). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the call distribution system and method of Van Dyke with the 
teaching of Horvath in recognizing an emergency call by reading the dialed destination address 
in a VoIP network using SIP such that the method of handling SIP messages in Van Dyke will 
also comprise the step of classifying the messages comprises classifying a message as an 
emergency call message by reading the destination address of a SIP INVITE message. 

The motivation to do so is to allow an emergency call station to be contacted. 

Regarding claim 8, Van Dyke and Bremler-Barr disclose all the aspects of claim 7 above, 
except fail to explicitly show the medium of claim 7, wherein the step of classifying the 
messages comprises classifying a message as an emergency call message by reading the 
destination address of a SIP INVITE message. 
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However, Horvath discloses in a VoIP network using the session initiation protocol SIP, 
an emergency call is recognized by reading the dialed destination address (paragraphs 0002, 
0037). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the call distribution system and method of Van Dyke with the 
teaching of Horvath in recognizing an emergency call by reading the dialed destination address 
in a VoIP network using SIP such that the method of handling SIP messages in Van Dyke will 
also comprise the step of classifying the messages comprises classifying a message as an 
emergency call message by reading the destination address of a SIP INVITE message. 

The motivation to do so is to allow an emergency call station to be contacted. 

5. Claims 5, 10 are rejected under 35 U.S. C. 103(a) as being unpatentable over Van Dyke et 
al. in view of Bremler-Barr et al., and in fiirther view of D'Souza et al. (US Publication 
2004/0236966 Al). 

In claim 5, Van Dyke and Bremler-Barr disclose all the aspects of claim 1 above, except 
fail to explicitly show the method of claim 1, wherein the step of allocating the SIP call control 
server processing resources comprises controlling a rate at which messages from individual users 
are processed by a call control server, thereby preventing denial-of-service attacks on the call 
control server by individual servers in a packet-based VoIP infrastructure. 

However, D'Souza discloses a system and method of mitigating denial of service attacks 
using SIP (paragraphs 0041, 0042, abstract) by dequeuing packets from a plurality of queues at 
different rates according to the level of trust associated to the source address of the incoming 
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packets such that the higher the trast in the addresses the higher the rate at which the packets are 
dequeued from the given queue (paragraphs 0017, 0018). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP resource allocation method of Van Dyke with the teaching 
of D'Souza in dequeuing packets from a plurality of queues at different rates according to the 
level of trust associated to the source address of the incoming packets such that the resource 
allocation method of Van Dyke will comprise controlling a rate at which messages from 
individual users are processed by a call control server, thereby preventing denial-of-service 
attacks on the call control server by individual servers in a packet-based VoIP infrastructure. 

The motivation to do so is to mitigate the effects of a packet flooding denial-of service 
attack and the effects of data search resource exhaustion. 

In claim 10, Van Dyke and Bremler-Barr disclose all the aspects of claim 6 above, except 
fail to explicitly show the mediimi of claim 6, wherein the step of allocating the SIP call control 
server processing resources comprises controlling a rate at which messages from individual users 
are processed by a call control server, thereby preventing denial-of-service attacks on the call 
control server by individual servers in a packet-based VoIP infrastructure. 

However, D'Souza discloses a system and method of mitigating denial of service attacks 
using SIP (paragraphs 0041, 0042, abstract) by dequeuing packets from a plurality of queues at 
different rates according to the level of trust associated to the source address of the incoming 
packets such that the higher the trust in the addresses the higher the rate at which the packets are 
dequeued from the given queue (paragraphs 0017, 0018). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP resource allocation method of Van Dyke with the teaching 
of D'Souza in dequeuing packets from a plurality of queues at different rates according to the 
level of trust associated to the source address of the incoming packets such that the resource 
allocation method of Van Dyke will comprise controlling a rate at which messages from 
individual users are processed by a call control server, thereby preventing denial-of-service 
attacks on the call control server by individual servers in a packet-based VoIP infrastructure. 

The motivation to do so is to mitigate the effects of a packet flooding denial-of service 
attack and the effects of data search resource exhaustion. 

6. Claims 12, 13 are rejected under 35 U.S.C. 103(a) as being unpatentable over Van Dyke 
et al. (US Pubhcation 2004/0153497 Al) in view of Bremler-Barr et al. (US Publication 
2003/0076848 Al), and in fiirther view of Zolnowsky (USP 5,826,081). 

Regarding claim 12, Van Dyke and Bremler-Barr may not explicitly show the method of 
claim 1 , further comprising running a plurality of threads of the messages on a processor, 
wherein each thread corresponds to a respective one of the queues, wherein the allocation of SIP 
call control server processing resources to each queue according to the pre-defined policy ftirther 
comprises scheduling the threads for execution according to a scheduling policy. 

However, Zolnowsky teaches a process scheduler for selecting a thread for execution for 
each of the queues in the system by qualifying the queues for execution in accordance with the 
priority of each of the threads (col. 4, lines 4-23). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Zolnowsky in having a process scheduler for selecting a thread for execution for each of the 
queues in the system by quahfying the queues for execution in accordance with the priority of 
each of the threads such that the SIP call distribution method of Van Dyke will comprise running 
a plurality of threads of the messages on a processor, wherein each thread corresponds to a 
respective one of the queues, wherein the allocation of SIP call control server processing 
resources to each queue according to the pre-defined policy further comprises scheduling the 
threads for execution according to a scheduling policy. 

The motivation to do so is to allow a process scheduler to prevent race conditions and 
minimize lock contention while assuring that high-priority threads are processed/dispatched as 
quickly as possible. 

Regarding claim 13, Van Dyke and Bremler-Barr may not explicitly show the medium of 
claim 6, further comprising running a plurality of threads of the messages on a processor, 
wherein each thread corresponds to a respective one of the queues, wherein the allocation of SIP 

call control server processing resources to each queue according to the pre-defined policy further 
comprises scheduling the threads for execution according to a scheduling policy. 

However, Zolnowsky teaches a process scheduler for selecting a thread for execution for 
each of the queues in the system by qualifying the queues for execution in accordance with the 
priority of each of the threads (col. 4, lines 4-23). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the SIP call distribution method of Van Dyke with the teaching of 
Zolnowsky in having a process scheduler for selecting a thread for execution for each of the 
queues in the system by quahfying the queues for execution in accordance with the priority of 
each of the threads such that the SIP call distribution method of Van Dyke will comprise running 
a plurality of threads of the messages on a processor, wherein each thread corresponds to a 
respective one of the queues, wherein the allocation of SIP call control server processing 
resources to each queue according to the pre-defined policy further comprises scheduling the 
threads for execution according to a scheduling policy. 

The motivation to do so is to allow a process scheduler to prevent race conditions and 
minimize lock contention while assuring that high-priority threads are processed/dispatched as 
quickly as possible. 

Response to Arguments 

7. Applicant's arguments filed on 6/3/2008 have been fiiUy considered but are moot in view 
of the new ground(s) of rejection. 



Application/Control Number: 10/714,732 Page 16 

Art Unit: 2616 

Conclusion 

8. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS fi-om the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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9. Any inquiry concerning this communication or earlier communications from tlie 
examiner should be directed to Kevin Mew whose telephone number is 571-272-3 141 . The 
examiner can normally be reached on 9:00 am - 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's 
supervisor, Chi Pham can be reached on 571-272-3179. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Kevin Mew /K. M./ /Chi H Pham/ 

Examiner, Art Unit 26 1 6 Supervisory Patent Examiner, Art Unit 

2616 
7/29/08 



